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› Increased connectivity 
and software content 
increase risk exposure to 
hackers 

› Internal/external connectivity 
must be secured 

Four megatrends are shaping the automotive market, 
significantly increasing the semi content per vehicle 

› Advanced connectivity is 
driven by making the car 
part of the Internet 

› The car will be fully connected 
(V2I, V2V, in-vehicle) 

Connectivity Advanced security 

ADAS/Autonomous driving 

› From ADAS to semi-automated 
and finally autonomous driving 

› Every world region is striving for 
“0-accident” 

› Mandated CO2 reductions make 
electrification of powertrain 
inevitable 

xEV/eMobility 
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The 5 levels of increased automation  
(VDA* definition) 

Source: VDA, BMW 

Level 1 Level 2 Level 3 Level 4 Level 5 

Assisted 
System assists 
longitudinal OR 
lateral movements 

 
E. g.: Automatic 
Emergency Brake, 
Turning Assistant, 
Lane Keep Assist, 
Stop & Go 

Partial 
Automation 
System performs 
longitudinal AND 
lateral driving task in 
defined use case 

 
E. g.: Traffic Jam Assist 
(with steering 
intervention), 
Combination of 
Adaptive Cruise Control 
and Lane Keep Assist, 
Parking Assist 
 

High 
Automation 
System performs 
longitudinal AND 
lateral driving task 
in defined use case, 
but gives back 
control when outside 
of defined 
parameters 

 
E. g.: Highway Pilot 

Amendments of current regulations 
are necessary (e.g. Vienna StVO, ECE-R79) 

Permanent monitoring by the driver 

Full 
Automation 
Driver can hand 
over entire task of 
driving to the 
system in specific 
use cases 

 
E. g.: Urban Pilot, 
Valet Parking 

Autonomous 
Driving/Driverless 
System can handle all 
driving situations. No 
Driver necessary from 
start to destination. 

 
E. g.: Robot Taxi 

System is driving, with more or less backup 
by the driver. In case of failure, the system 
must run for a certain time on a backup. 

No driver 

2017 

>2020 

>2025 

temporary 
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Building blocks of automated driving 

Drive 

Decision making Software 

Decision making 

HMI 

 

Environment 
sensing 

Sensors 

Ultrasonic 

Camera  & Laser 

Radar 

GPS, Maps 

 

 

 

Fusion 

Sensor data 

Central 

computing 

 

Connectivity 

DSRC, Wi-Fi 

cellular 

Sensors 

Ultrasonic 

camera &laser 

radar 

GPS, maps 

 

 

Braking 

Suspension 

Steering 

Transmission 

Motors 
& engine 

Driverless 
cars consist 

of many 
critical 

building 
blocks 
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ADAS system overview 

Sense Compute Actuate 

Sensor 
Fusion 

µC 

Graphics 
Processor 

Powertrain 
Domain 

Controller 

Safety 
Domain 

Controller 

Sense Compute Actuate 

Ultrasonic 
Outside 

Camera 

Camera 
Inside 

LIDAR 

Radar 

Communication – In-vehicle, V2x 

Communication 
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Tomorrow’s car system architecture will be 
much different from today 

Today Tomorrow 

L
id

a
r 

C
a
m

e
ra

 

R
a
d
a
r 

…
 

 ADAS 
Domain 

… 

Connectivity 
Gateway 

Data Fusion 

Dynamics  
Control 

Energy 
Management 

Torque  
Control 

… 

Lighting 

Theft  
protection 

HVAC 

Body & 
Comfort 
Domain 

HMI 

Entertainm. 

Navigation 

… 

Infotainment 
Domain 

Driving 
Domain 

› Distributed structure: Systems are 
connected to one another  

› In the future, systems will be clustered in 
domains and organized hierarchically 
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From components to heterogeneous, diverse 
systems 

Courtesy: ZF Lenksysteme 

System Electric motor Electronic control unit 

Sense Compute Actuate 

Safe power supply 

2 independent dies multicore multi-phase control 

P2S example: electric power steering 

Sense Compute Actuate Communication 

In vehicle communication 
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Level 3 (L3)* 

Any next level increases the requirements, 
Example EPS L2 -> L3 

Actuate 

2nd auxiliary motor 
needs MOSFETs and 
drivers 

Redundant 
sensors 

› Longer time for 
driver to take over 

› System needs to be 
fail-operational 

› Redundancy in 
driving functions 
are required 

› System 
understanding 
enables cost 
effective solutions 

Example: electric power steering 

 
* “Hands and feet off, eyes and brain on” 
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Ultrasonic 
Interior camera 

V2X 

Level 2 Level 3 Level 4/5 

≥ 1 

Sense and Compute:Any next automation level 
requires more electronics 

≥ 2 ≥ 8 

≥ 3 ≥ 6 ≥ 10 
Radar 

# of modules** 

Others 

Level of automation 

* Source: VDA (German Association of the Automotive Industry), Society of Automotive Engineers 
** Market assumption;  

Ultrasonic 
Ultrasonic 

Interior camera 

Highway assist, Traffic Jam Assist Highway pilot Urban pilot / Robot Taxi 

Valet Parking Parking assist 

Application* 

0 ≥ 1   1 

Camera 

# of modules** 

Lidar 

# of modules** 
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Components and systems need to be safe, 
secure and scalable 

AURIX™ as main or 
host controller 

Fusion 

CAM CON 

Domain Gateway 

AURIX™ as main* or 
host controller 

AURIX™ as hard-
realtime main 
controller 

AURIX™ as host 
controller 

AURIX™ as hard-realtime main processor  

Connectivity 
gateway 

Sensor fusion 

Always-on 
connectivity 

Radar & camera 

Domain control 

Safety Security 
Automotive 
Quality * for radar 

Compute 
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The connected car and move to open systems 
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Mapping to the functions identified by NEREID 

› Energy Autonomy, * 

– BUT: low power and efficiency are key 

 

› Connectivity, *** 

– V2x communication; Speed; Latency; Robustness  

– 5G is required 

 

› Sensor integration, *** 

– Diverse sensors/MEMS 

– Calibration 

– Sensor fusion 
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Mapping to the functions identified by NEREID 

› Miniaturization, ** 

– Limited space inside a car  

– Weight has to be reduced 

 

› Reliability & Lifecycle, ** 

– Zero defect 

– Increasing operation time even for unchanged lifetime 

– Automotive requirements and environment 

 

› Safety, Security , Privacy, *** 

– Fail operational 

– Redundancy 

– Fault tolerance, confidentiality, integrity, authenticity 

– Communication and data have to be protected for an increasing 
amount of scenarios  
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Most important challenges 

› Advanced semiconductor and assembly technologies 

› Consumer technologies for automotive 

› More than Moore 

› Machine Learning and big data methods for development and 
application 

› IP and re-use 

› Advanced validation, verification and system design 

› Environment aware design 

› Design for safety 

› Cross domain design 

 

 

 16 2017-09-11 Copyright © Infineon Technologies AG 2017. All rights reserved. 



Summary 

› Automated driving application 

 

› Affordable, modular, scalable, evolvable, safe, trusted electronic 
components & systems are needed 

 

› Design has to cope with increasing complexity & diversity, 
multiple constraints, safety & security requirements 

 

› Draft mapping to NEREID functions 
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