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Global trends

e ngh BandW|dth Wireless World: hyperconnect|V|ty

=« Smart objects: phones, tablets, wearables: mobility
*Internet of Things / M2M: massive, scalability

. DIGITAL

~Data e

o R REVOLUTION

)‘COHVGFQEHCE IF anad leiecom. ubDIquity
< Open Source SW: transparency

= Security and pnvacy management Key enabler for TRUST

23/06/2014




Digitization leads to a change of security model

e

X Trusted users

b €

X Protected environment

X Direct access to data

Classical security model
(Server, PC,..)
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> Unprotected environment
»* Non trusted users

X No direct access to data

X Tamper resistant devices

Embeded security model
(M2M, loT,....)
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IT goes M2M then IoT — a phase of business transformation
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Prediction 2: Security tops the list of IoT concerns

What are your firm’s concerns, if any, with
deploying M2M/Internet of Things
technologies? (All that apply)

Security concerns |

Total cost concerns (total cost of ownership)

Integration challenges

Lack of technology maturity

Pricing is unclear or complicated

Difficulty and risk of migration or installation
We don't think that we have an application or..

Regulatory issues or concerns

Lack of executive support

We can't find the right supplier(s)

None — we don't have any concerns

Don't know EF/
Base: 3627 global business and technology decision makers (20+ employees) in 7 online countries only

Source: Forrester’s Global Business Technographics® Networks And Telecommunications Survey, 2015

x
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Authentication & Privacy
Is Critical

* Consumers and Enterprises
only want authorized entities
to have access to their devices
or data

® Secure components and
solutions must be embedded
into “things” to protect data at
rest and data in motion

" Hackers will take advantage,
whenever there is a security
loophole

Time required by
a hacker to
backdoor a smart
thermostat device

471,000

connected vehicles
found vulnerable to

75 , OOO cyber attacks

spam emails sent
by an internet
connected fridge
during holiday
break

Pl
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Influx of Data In
Connected Ecosystems

» Data is at rest Iin the device
and in the cloud

X Or in motion between devices
and the cloud

X The nature of data varies,
such as vehicle location data
or streamed media

X Which requires different levels
of privacy and security
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Three major dimensions to address in the future

69
@ g
> QOut-of-the-box

connectivity
> Multiple form factors
> Quality of Service

Secure

> Secure the device

Connect

> Subscription Management

> Secure the cloud

> Security lifecycle
management

Monetize
> Flexible monetization

> Licensing and entitlement
software

> |oT application upgrades

> Application Development
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*  Connected objects

« Combination between massive IoT + local computing power + network connectivity => transformation
of all connected object from our day to day live give birth to an un-precedented set of usages and
threats .

« Miral is just an appetizer!!!

* Big-data issue

 In 5 years time frame it will be possible to provision for analytics purpose about ~ PB of data in less
than one hour

* Fine for legitimate organizations
« What does it imply for structured malevolent organizations or
governments?

e

gemalto




On the device, service side
 Solve the Secure, Connect, Monetize issue

On the Big-Data side

« Develop large, secure, scalable Big-Data platform efficiently coupled with massive loT
configuration

« Algorithms and metrics to assess validity and veracity of data

« Methodologies and tools for anonymization, privacy keeping, ethics preserving =>
Multidisicplinary approach for scientific foundations of Cybersecurity (including Human
Sciences)

On the Bl/Analytics side

* Increasing role of Al techniques: machine/deep learning, cooperative |A systems
« New methods for managing |IA systems/Security professional interaction
 Auvailability of sharable massive Data Sets
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Keep Iin mind: everything that can be hacked will be hacked !
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Major issues with embedded systems

Scalable architecture
Remote management
Long-life cycle
Intrinsic Security
Privacy

Overall cost

) OO O GO G G |
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Basic security technology building block in embedded security

> Smart cards / security elements (SE)
X TPMs and Hardware Root of Trust
X Trusted Execution Environment

X QOTA servers

X Trusted service manager

. Device remote personalization
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Tamper resistance at chip level

» Blocks can be easily identified : Shield
»*  No shield Glue logic
»  No alue logic X No Buses visible
g 9 .. X Memories and buses encryption
X Buses clearly visible % Sensors
=
O July 82013




Key challenges to address...

*  Physical Attacks against secure tokens
Invasive probing
Reverse engineering
Fault injection
Side-Channel analysis
Relay attack

* Remote attacks against S/W applications
DoS — Denial of Service —
Man-in-the-middle
Sniffing
Spoofing
... by mean of virus, worm, buffer overflow, bug exploitation...

»*  Mathematical attacks against cryptographic protocols e
Cryptanalysis J TR
Brute force attack ol g ﬂ e T

e e—-
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Expected resistance to Physical and Logical attacks

Physical Attacks Logical Attacks
+ Side-Channel analysis: Monitor analeg + Aggr_essive softwar_e: Buffer overflow,
signals on all interfaces and analyze: Aggressive applets, Trojan Horses,
Viruses... ((g& e
s\li\f;\\%
Time ]
i

Power
Electromagnet.c, ...

+ Fault injection: use of Laser, Glitchers,
Flash light...

to bypass protections and
infer secrets.

+ Invasive manipulation:

Chip observation + Scrutinize protocols and stack

» .
Deposit probe pads on bus lines implementations:
Reverse ROM mapping
Disconnect RNG 4.:.—-”
Cut tracks . 1
—



http://images.google.fr/imgres?imgurl=http://i70.photobucket.com/albums/i84/EnableConsole/Bluetooth-5.png&imgrefurl=http://www.crystalxp.net/forum/fr/exposition-graphique/Logos-Textes-Icones-amp-Vectorisations-2/sujet_15012_1.htm&usg=__eQ7m7IvattreBLu_UIkl1k1o7wQ=&h=256&w=256&sz=45&hl=fr&start=9&sig2=a5oTE51Y1HhwTw_p-PrZJA&um=1&tbnid=XsT-99zbxxa6_M:&tbnh=111&tbnw=111&ei=6zp3SZjYKM_DjAfiq7nNBQ&prev=/images?q=bluetooth&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296&sa=N
http://images.google.fr/imgres?imgurl=http://www.korg.de/uploads/pics/USB_logo.jpg&imgrefurl=http://www.psp-ground.net/news-extreme-link-v152-final-suite1604.html&usg=__PjB7mO6MTPUljE44LwSoY_dRFsE=&h=150&w=175&sz=7&hl=fr&start=7&sig2=OahwTVRyR9AiEka_2z-O1A&um=1&tbnid=oZX64qf0HV_g3M:&tbnh=86&tbnw=100&ei=ITt3SaOeMIHEjAeXjam-BQ&prev=/images?q=usb+logo&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296
http://images.google.fr/imgres?imgurl=http://www.chouettecondo.com/images/wifi-logo.jpg&imgrefurl=http://pagesperso-orange.fr/hotel.restaurant/hotel.htm&usg=__HfZk1kg9Pe3uEwS4cHP6P2kc75k=&h=527&w=764&sz=51&hl=fr&start=15&sig2=kHiOsW_wf6QVt-fmQCpMmA&um=1&tbnid=pe0jkUfBslpy5M:&tbnh=98&tbnw=142&ei=ATx3SdKUDc_DjAe-rLnNBQ&prev=/images?q=wifi+logo&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296
http://images.google.fr/imgres?imgurl=http://www.journaldunet.com/solutions/systemes-reseaux/selection/07/0621-panorama-distribution-linux-serveurs/images/linux.jpg&imgrefurl=http://www.journaldunet.com/solutions/systemes-reseaux/selection/07/0621-panorama-distribution-linux-serveurs/1.shtml&usg=__DLQUq9PlnYLYjjorN3-A1IwD01I=&h=485&w=420&sz=20&hl=fr&start=2&sig2=N7LB3XcDk39tpvEa71dlgQ&um=1&tbnid=JKvgK-ZtMOcTCM:&tbnh=129&tbnw=112&ei=Vjx3SazoIImKjAfW5PS6BQ&prev=/images?q=linux&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296
http://images.google.fr/imgres?imgurl=http://upload.wikimedia.org/wikipedia/en/thumb/c/c8/Symbian_OS_logo.svg/686px-Symbian_OS_logo.svg.png&imgrefurl=http://www.willoo.eu/willooblog/index.php?m=12&y=08&d=13&entry=entry081213-010707&usg=__7jFzib1CCp1ZfpKE9vLcfxi7fGE=&h=273&w=686&sz=17&hl=fr&start=1&sig2=gTpDCYsnmOq4lBCFo5TxZw&um=1&tbnid=dbDxOOfyavUIjM:&tbnh=55&tbnw=139&ei=hDx3SZzKL4mKjAes5vS6BQ&prev=/images?q=symbian&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296&sa=N
http://images.google.fr/imgres?imgurl=http://media.bestofmicro.com/logo-java,V-T-2441-3.jpg&imgrefurl=http://www.bestofmicro.com/image/Logo-Java,0101-2441-0----jpg-.html&usg=__GG-HLcYg2zyES5CMVj5-nzFwEyo=&h=398&w=250&sz=17&hl=fr&start=2&sig2=v7tj8O7qGpcgOeWBwXVDWQ&um=1&tbnid=OHDJLuuyy7LQXM:&tbnh=124&tbnw=78&ei=rTx3SaKnLsasjAfioYjNBQ&prev=/images?q=java&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296
http://images.google.fr/imgres?imgurl=http://www.touslesdrivers.com/images/news/2586.jpg&imgrefurl=http://www.touslesdrivers.com/index.php?v_page=3&v_code=2586&usg=__p__uQtJPk93xksQChx-KHrC5Y-o=&h=287&w=287&sz=15&hl=fr&start=31&sig2=CrFFMKzpbYUkpHawPX2-kA&um=1&tbnid=F85BQxjWpFnrAM:&tbnh=115&tbnw=115&ei=5zx3SdiXCJ3HjAfsgP23BQ&prev=/images?q=microsoft+ce&start=21&ndsp=21&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296&sa=N
http://images.google.fr/imgres?imgurl=http://www.zone-numerique.com/uploads/Logos/Logos-90pix/logo_3g_90.jpg&imgrefurl=http://www.zone-numerique.com/tag_licence_3g.htm&usg=__uI_MEX_nJVVUg2JCpNYls8Up8oM=&h=84&w=90&sz=3&hl=fr&start=17&sig2=W71WaAeI00RqsUSK5tLDVA&um=1&tbnid=hnmWEKV5csXG1M:&tbnh=73&tbnw=78&ei=uEF3SfrgI4mKjAe35vS6BQ&prev=/images?q=logo+3g&um=1&hl=fr&rlz=1T4GGLJ_enFR296FR296

gemalto

The software provisioning must to the following rules
Late personalization even after customer issuance

Full Remote update because the components are
soldered/embedded and cannot be changed

Scalability of deployment schemes

Embedded local security

Long life cycle management (bugs and security patchs)

Flexibility according to the country and the field actors (late

customization after issuance to the final customer
Emerging concepts from the Mobile world can be
customized on purpose

TEE

OTA
TSM

06/04/2017
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Enforcing Security: Trusted Execution Environment (TEE)

Open to

malware (e.g. “Jailbreaking”/

“Rooting”)

¥ Y

Main OS Environment

any user modification

Management & Protection

Protection of q

* Payment engine @

* Bank authentication

* Device integrity and
management

 Corporate service
 Sensitive user data

Premium content
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11111111111 * Active Risk
11111111111 « Secure Element Managment

« Trusted Execution « Out of Band .-" MANAGE IDs AND
; . . d GRANT ACCESS
Environment - Tokenisation |

* Software + Security Firmware core
Upgrade

PROTECT IDs

device

END-TO-END MOBILE NETWORK + SERVICE PROVIDER SECURITY FRAMEWORK

RISK
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Full Remote Personalization

* Primary Boot Loader
« Allow the downloading of the OS

CAM BE 5AVED

+  Can be embedded into the silicon
vendor dependent software

"\
J

CAN BE

bonio el UPGRADED

« Can be generic (consolidated market)

<N

Application
« Can be vendor dependent ;} ;-: GAN BE REPLACED
(fragmented market) oSE
MEMory
- Independent of the OS Spece i

COperating Systam

* Operating system
* Market dependent

S

Primary Boot Loadear )
CANM
MERGE
Silicon Vendor Memory )

4—OXI{—» o 9|JePERO|UMO(—

N Y

* Bundled with the applications

« Allow the application data saving
(before OS upgrade)




Embedded Security Choices (1)

TEE: Trusted Execution Environment
BOM: Bill Of Materials

Security

Dedicated
Secure
Element

Hardware
TEE

Software
TEE

Minimum security
Software on generic
based processor

+ ++ +++ ++++
0 on BOM 0 on BOM BOM BOM
impact impact

b4
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Alternative choice: Integrated Tamper Resistant Element

X iUICC is an integrated TRE hostin
Embedded SoC :
Secu re X TRE can be in_tegrated in any
5 g System on Chip as:
P rocessor 28 g An Application Processor
; ] A Baseband
ERIDGE 4

LT X Neutral logical communication layer

a = 3 For encapsulating legacy
a = 3 E protocols
n | P ) - APDU
T Z S - NFC HCP/HCI
S Any new or application dependent
MY protocols
X dedicated hardware resources
The TRE has its dedicated :
. . +  RAM, ROM
With internal NVM . Secure Processor
Core
Channel of

communication

The TREE may share:
NVM




Alternative choice: Integrated Tamper Resistant Element (2)
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Ccomparison of ITRE architectures

Confidentiality during storage Crypto Crypto Crypto Crypio
Confidentiality during transfer Crypto Crypto Crypto Crypto
Authenticity during storage Crypto Crypto Crypto Crypto
Authenticity during transfer Crypto Crypto Crypto crypto
) ) : ; -In-die In- _
Ant-rollback protection/aAnti replay In-die crypto nackage In-che
; _ In-
Ferfect Forward Secrecy In-die -In-die** package Crypio
. : + | Best Best Best
Cienial of Service attack Best efforis P P —
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For Autonomous TRE
40 nm CMOS with Embedded Flash or better MRAM (2020)- 28 nm in 2022 ?
Price identical to today’s 65 nm generation
External additional Ciphered Non Volatile Memory with PUF link

For integrated TRE
10 nm CMOS in 2020 — 8 nm in 20227
Is it imaginable to have an internal NVM?
L2 RAM (-2 MB) cache containing the image of the TRE
External memory enciphered (Flash)
Some Hardwired co-processors inside (Al, Crypto,...)

gemalto July 82013
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security to be free

Thanks for your attention !




